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Train_set1 Train_set2 Brute force Test1 1st Test1_2nd Test2 1st Test2 2nd
(Network A) | (Network B) (Network A) | (Network B) | (Network A) | (Network B)
A2t Protocol 20 547 3274 2 5674 5871 484 7771
AESH P 704
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) : Src.ip Dst.ip
Src.ip dst.ip
211.34.421 192.168.0.1
211.34.421 192.168.0.1
211.34.4.41 192.168.0.1 Src.ip Dst.ip
192 168.0.1 LA 211.34.4.41 192.168.0.1
211.34.4.21 192.168.0.2 \ Src.ip Dst.ip
192.168.0.2 211.34.421 51134491 192 168.0.2
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= = 2= 2 =
F012l 22712] Feature & O| &0t A{22 Feature dd & 2=
Time Protocol IP TCP UDP HTTP
_ws.col.UTCtime _ws.col.Protocol ip.src tcp.srcport udp.srcport httr%'erfﬁgjﬂ‘ http.(r:%sdpeonse.
ip.dst tcp.dstport udp.dstport http.request.uri http.server
tcp.len udp.length http.user_agent http.tc;pnetent_

http.content_

tcp.seq http.connection length

http.cache_
tcp.ack http.host control
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No Feature Description

1 tot_fw_pk Stlet & T2l 74

2 fw_iat_tot A S41 Al

3 fw_iat_avg Ol THZI4} Cr2 THZ] ALO|Of] B2l AlZte| B

4 fw_iat_std Ol THZI4} Cr2 T 2! ALO|Of] A2l AlZFe| HETHZ}
5 fw_iat_max Ol THZI4} Cr= THZI ALO|Of| B2l AlZFe| 2|CHEL

6 fw_iat_min Ol THZI4} CrZ THZI AO|Of| B2l AlZFe| 2[A4f

7 fw_pkt_s 129 S4let oj2lo| 74~

8 ratio tcp.srcport@t tcp.dstporte| H|=
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A B @ D E F
1 ]_ws.col.UTCtime |_ws.col.Protocol ip.src ip.dst tcp.srcport  tep.dstport
2 12:17:53]TCP 172.16.0.1 192.168.10.50 52108 21
3 12:17:56|FTP 172.16.0.1 192.168.10.50 52108 21
4 12:17:56 |FTP 192.168.10.50 172.16.0.1 21 52108
5 12:17:57|FTP 172.16.0.1 192.168.10.50 52108 21
6 12:17:57|TCP 192.168.10.50 172.16.0.1 21 52108
y; 12 S TIEIP 192.168.10.50 (172.16.0.1 21 52108
8 12:19:20|TCP 172.16.0.1 192.168.10.50 52112 21
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No Feature Description
9 is_in_bot http.user_agent0]| botOf| &&= EAE0| Lotz | /=R E
10 Is_in_ares http.serverOf| bot2} 2t El FAZ0| Lotz =4 &
. AN DtedE| 2ZHAH0 St olL=2
11 is_in_Xxss http requeSt Urlo'” XSS o [ |' il L |-E | E|::E—|O-I AT | O:I
=]
. httprequest.uridfl SQL injection 241} &= 2X1L0| ke 0f
12 Is_in_sql o2 0t
M T
13 check_rdp tcp.dstport=Z 3389 LEE AtE5t=X| (&
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» QAUAR|E 322 Z Z2(A network)

a = dataldatal ' result']=32]
al'ip.src'] . value_counts()

205,174,165, 73 736
Name: Ip.src, divpe: nt64

p AUAHZ|E 72 & ZF22(B network)

a = dataldatal result’]>7]
al'ip.src’'].value_counts()

41.216.186.89

207,46, 13,202
B6.243.71 .54

Name > 10 Sre,

2
1

|
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A

source_ip

205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73
205.174.165.73

B
destination_ip
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14
192.168.10.14

A
source_ip
66.249.71.34
207.46.13.202

B
destination_ip
10.89.32.19
10.89.32.19

@ D
source_port destination_port
8080 51583
8080 51584
8080 51585
8080 51586
8080 51587
8080 51588
8080 51592
8080 51593
8080 51594
c D
source_port destination_port
60604 8080
7048 80




No Feature Description Attack Type
1 tot_fw_pk
2 fw_iat_tot
3 fw_iat_avg
4 fw_i d Do>
wW_lat_st
- ol g S Do
5 fw_iat_max Portscan
: - Brute force
6 fw_iat_min
7 fw_pkt_s
8 ratio
9 is_in_bot http.user_agentO]| botO] 2= FAE0| Z ot Y=2] K F Bot
o)
10 Is_in_ares http.server0i| bot2} 2= FAE0| Lotk =2 &
11 iS_iN_XSS http.request.uriofl XSS 221} A=l E21FH0| ZaHg| 0] JY=A| o2 XSS
12 is_in_sql httprequest.uridl SQL injection &1} A=l BXHLE0| &L /=2 & SQL injection
13 check_rdp tcp.dstport2 3389 ZEE AtEsI=%| 0{&E RDP attack
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19 QO[O 142618 144521 154143 155504 (GEHERN 142618 144521 154143 155504

43.01% 38.74% 43% 43.01% 67.59% 90% 84.44% 90%

‘‘‘‘‘‘‘

30| 14:27.35 1901116 15:13:39 195015 ST 4. 15:0116  15:13:39 19:5115

38.49% 31.99% 39.66% 9.03% 80% 80% 80% 80%

o 14:3317 1512:30 HIG06ES 14:3317 151230 HIGEEES
4T| O, O, O, O,
0% 0% 0% 0%
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