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m CWE-680 : Integer Overflow to Buffer Overflow

m CWE-77 : Command Injection

m CWE-191 : Integer Underflow

m CWE-121 : Stack-based Buffer Overflow

m CWE-120(Buffer copy without Checking Size of input)

m CWE-134: Use of Externally-Controlled Format String



[DEBUG | fuzzer.py:52]:

['/home/root/data/CWE_191_A_2",
['/home/root/data/CWE_191_A_1",
['/home/root/data/CWE_680_A_2",
[ '/home/root/data/CWE_121_A_1",
['/home/root/data/CWE_120_B_1",
['/home/root/data/CWE_680_A_1",
(dataChallenge) root@Server-21:/home/root/h3_fuzzer# I
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[134514075]
['/home/root/data/CWE_77_A_1"', 9.051464796066284, 5,
['/home/root/data/CWE_120_A_1",

'SIGCHLD', True]
1.5546786785125732, @, 'SIGSEGV', False]
11.629221200942993, 7, 'SIGSEGV', False]
189.77652168273926, 100, 'SIGTRAP', False]
9.466513633728027, 5, 'SIGSEGV', False]
1.6087408065795898, @, 'SIGSEGV', False]
1.5539708137512207, @, 'SIGSEGV', False]
10.621148824691772, 6, 'SIGSEGV', False]



binary name, win func addr, exploit result

['/home/root/data/CWE_120_A_1"', 134514006, True]
[ '/home/root/data/CWE_191_A_2', 134514038, True]
['/home/root/data/CWE_680_A_2', 134514038, True]

['/home/root/data/CWE_121_A_1", 134513990, False]

[ '/home/root/data/CWE_120_B_1"', 134514086, True]

[ '/home/root/data/CWE_680_A_1"', 134514038, True]
(dataChallenge) root@Server-21:/home/root/jaehong/pov# I
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