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feature

S} H0|H = S=t HIO[H 2l &L XM AHE

7t A | 0| = sl E2l(Hashing Trick) 2 £ 7}

EXHIE A7]:10,191X} &

LightGBM Features (avg over folds)

ImageBase
IMAGE_DIRECTORY_ENTRY_SECURITY_SIZE 4
TimeDateStamp
IMAGE_DIRECTORY_ENTRY_RESOURCE_SIZE -
IMAGE_DIRECTORY_ENTRY_SECURITY_RVA -
AddressOfEntryPoint

SizeOfimage
IMAGE_DIRECTORY_ENTRY_IAT_SIZE
IMAGE_DIRECTORY_ENTRY_IMPORT_SIZE -
CheckSum -
IMAGE_DIRECTORY_ENTRY_RESOQURCE_RVA -
MajorOperatingSystemversion -
IMAGE_DIRECTORY_ENTRY_EXPORT_SIZE -
Subsystem
IMAGE_DIRECTORY_ENTRY_EXPORT_RVA -
IMAGE_DIRECTORY_ENTRY_IMPORT_RVA -
sizeOfinitializedData -

Characteristics

SizeOfCode 4
IMAGE_DIRECTORY_ENTRY_IAT_RVA
MajorimageVersion -

1 I DliCharacteristics
o MinorLinkerVersion -

SizeOfUninitializedData

BaseOfData
IMAGE_DIRECTORY_ENTRY_BASERELOC_SIZE
NumberOfSections
IMAGE_DIRECTORY_ENTRY_DEBUG_RVA
IMAGE_DIRECTORY_ENTRY_BASERELOC_RVA
IMAGE_DIRECTORY_ENTRY_TLS_RVA
MajorLinkerversion

Majorsubsystemversion

10000 15000 20000 25000

importance
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P Kilian Weinberger, Anirban Dasgupta, Josh Attenberg et al. “Feature Hashing for Large Scale
Multitask Learning,” International Conference on Machine Learning (ICML) 2009

offol SHES 4 Eo= HE 3

v Import Table, Export Table, Rich Header, Strings, Opcode 3-gram

‘hash(SociaI=High)%50 =3‘ ‘hash(State=Wl) %50 =5 ‘ ‘ hash(Title=Mayor) % 50 = 46 ‘
0 0 0 1 0 1 0 0 0 0 1 0 0 0

Feature Vector (fixed size of 50 bits)

ZX: https://bit.ly/2NUL4UL
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XGBoost @ DNN
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5 ZE WXt ZAZ (5 Fold Cross Validation)
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ynpred

Ypred = Vipred Y2prea & "
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0of| M
® LightGBM Tt 2B ALE
1. KISASS H|O|E + AtN| =& 2+-d/7d 2 | O] E
2. UM & KISASE HO|H 22 S 2 (AND)
3. F W 22 KISASHS HIO|E + AHA| =& H2a HIO|E &
3063% i e
KAISA X053 =05 783 seg
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LIOJE] &AM — Train Set

T - T R T T

PE32 8925 89.25 6929 2656 70.24
PEG4 978 9.78 681 297 69.63
HTML 42 0.42 36 6 85.71
HWP 20 0.2 10 10 50.00
XML 13 0.13 0 13 0.0
UNKNOWN 13 0.13 1 12 7.69
MS-DOS 3 0.03 3 0 100.00
MACH-O 64 1 0.01 0 1 0.00
WOFF v2 1 0.01 0 1 0.00
PHP 1 0.01 0 1 0.00
PY 1 0.01 0 1 0.00
PYC 1 0.01 0 1 0.00
TXT 1 0.01 0 1 0.00
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