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New Android malware samples

L‘@ (per year)
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£X4 : G data software, www.gdatasoftware.com [Internet], Available : https://www gdatasoftware.com/news/2017/04/29715-350-new-android-malware-apps-every-hour, 2018.10.17
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* Preprocess
 Model




Preprocess

- Bytecode
- Method
- Multiple hash




Preprocess

) - () —

TOOL

Input layer(8192)
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Bytecode

rem-int/lit16 |
aget-byte
new-array
return

goto

rem-int/lit16
Invoke-static
Fill-array-data
return

goto

rem-int/lit16
Invoke-static
move-result

return

goto

<3-gram>

m-3
m-2

+1

+1

+1
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Method

rem-int/lit16
aget-byte
new-array
return

goto

rem-int/lit16
Invoke-static
Fill-array-data
return

goto

rem-int/lit16
Invoke-static
move-result

return

goto

<Method>

hash value

hash value

hash value

> o~1

normalizition
01
> @il
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Multiple Hash

rem-int/lit16
aget-byte
new-array
return

goto

rem-int/lit16
Invoke-static
Fill-array-data
return

goto

rem-int/lit16
Invoke-static
move-result

return

goto

<Multiple hash>

hash value

normalization
hash value o~1

hash value
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Model

- ANN
- CNN




Model_ANN

Hyperparameter

Activation function

Loss function
Optimizer

Regularizer

RelLU

Cross-entropy
Adam

Batch norm

Input layer(8192)
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Model _CNN

........ i Po@g Po@g Pooling
= = = | |gse
Hyperparameter
Activation function  RelLU
Loss function Cross-entropy
Pooling Max pooling oeo ooe
Optimizer Adam
Regularizer Batch normalization
‘,..._,.---""'COHV _Conv )

Conv
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Experiment

data

Environment

GPU GTX1080 Ti 11G

bytecode tiple hashing

CPU Intel(R) Core(TM)i7-8700K
RAM DDR4 16G
Language Python 3.6

Framework Tensorflow

ANN CNN ANN CNN CNN ANN

17



Experiment

| Malware | Benign _

Train CHZF 35,000 CHEF 110,000
Test 2,000 4,000

__________|ANN | CNN_

3-gram/Feature Hashing 98.00 97.93
method/Feature Hashing  98.26 97.95
method/Multiple Hashing 98.67 97.51

18
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Result of ANN

Confusion matrix

1st ACC:97.05

ZSt ACC : 96.7 benign

True label

malware O 5 O 5 3

benign -
malware

Predicted label



Result of CNN

1stACC:97.4

2t ACC 1 97.65

True label

malware -

Confusion matrix

0.061

Predicted label

malware

0.8

0.6

0.4

r0.2
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