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Background

= Based on Static Analysis

=  Reference List

Reference Link Description

Manalyze https://github.com/JusticeRage/Manalyze A static analyzer for PE executables

it can be used as a disassembler to

Objdump https://en.wikipedia.org/wiki/Objdump view an executable in assembly
form
UPX https://github.com/upx/upx the Ultimate Packer for eXecutables

LightGBM is a gradient boosting
LightGBM https://lightgbm.readthedocs.io/en/latest framework that uses tree based
learning algorithms.

XGBoost is an optimized distributed
gradient boosting library designed

XGBoost https://xgboost.readthedocs.io/en/latest to be highly efficient, flexible and
portable
Scikit-learn http://scikit-learn.org/stable/ SRS Efe) Ginf(ECIs Ul iel? CEif

mining and data analysis
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Modeling Process

= Data Preparation

= UPX Unpack

. St& O|O|E 10,0007l o 3,879(1,159 Benign / 2,720 Malware)7} 7} Packing 2| !
« & UnpackO| 7t=%t uPxE CHE 2 Z Bt Unpack Al =

o 632(118 Benign / 514 Mawlare)’l It Unpack 8&




Modeling Process

= Feature Engineering
» MHEOZE BEM Jtsot Ao B E HEE [HA 2 2 Featurization =2

* PE Header
e Section
* Resource
* Byte-1-Gram
e Assembly Instruction
* Import/Export Api
e String
* Rich Header
e Version

e TLS Callback
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Modeling Process

= Feature Engineering

= PE Header

* Dos Header, File Header, Optional Header

* Additional Information
o Detected Languages Number

o Has Debug Information
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Modeling Process

= Feature Engineering

= Section, Resource, Assembly Instruction

- SRt E2 g Ud S E2E

Selected Section Name
f.rsrgt, f.data’ f.text?, f.bss', f.crt’, “.rdata’, ‘.reloc’, f.idata’,

‘data’, f.edata’, f.sdats’, ‘.ndata’, ‘.itext’, *.tls’, ‘.crt’, f‘bss’,

fcode?, f.code!

Selected Resource Type
TRI_STRING? TRT_DIALOG? "RT_GROUP_TICON- TRI_VERSION? ‘RI_BITMAP’
—_— 1 —_— 1 — —_ 1 —_— 1 —_— 1

‘RT_RCDATA’, ‘RT_ICON’, ‘RT_GROUP_CURSOR’

Selected Opcode MName
‘mov?, flea', fandl’, 'je', ‘jmp?’, fadd?, fsbb*, fsub', *fipnt3’, f'shr’,

for*, fib?, fdec’, fdecl’, fincl’', “fxch*, “fsubr?, “Jp’', ‘fstp', ‘not?,
"pushf?, fxchg’, fadc?, fin', fclc?, f(bad)’, ‘lcall’, faaa’, ffiaddl’,
foutsl?, f'xlat', ‘roll’, fles’, foutsb’, faam’, fdas', fcld', fnotb’,

firet?, ‘fstps’, fs8’, ‘cmc’, ‘rorb’, ‘fnsave’, ‘flds’, ‘fiadd’, ‘ino’,

finch’, fcmpw', fadcl®, ‘movswl’, f‘shrl', fcpuid’, "fimuyl?, f‘rorl’?,
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Modeling Process

= Feature Engineering
= Byte-1-Gram
+ PEBIO|LI2] LHOI A S35 0~255 S0l HIO|E Zto| Wiz 4 W H| g M
* Microsoft Malware Classification Challenge (BIG 2015)

o Packing O £t 2tA Bl0] - FAE w(‘family’) 270l 2HH

> Benign/Malware ClassificationO| = 28X 2l 21} 7|0 7t=

= Rich Header
¢ Microsoft 22 EH A MO 2 E ALK Y2 A HE
- PEHIO|LH 2| HEOf AHE =l CompilerE Detection 7S

e MalwareZt2| FAHY 240 28t AT =X
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Modeling Process

= Feature Engineering

= |mport/Export Api, String

« E7d Api W string2| 2 £ E FeatureE2 &E

= \ersion

* Version Information Structure

o LegalCopyright, FileType, FileVersion, FileSubtype, FileOs, FileDescription, CompanyName

= TLS Callback
- Tz 20| Aol XA (entry point) O| 0| Al =[= A B FE

o MalwareZ} C|H{ 0| Load® B-%, TIHO ==5H7| OO &fd W 2= 7ts
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Modeling Process

= Feature Engineering

= Feature Ranking & Selection

« DataSet 7|2t Feature Engineering?| At&2}

2~300,000 6~7,000 746

Feature O Feature O

Dimension
Reduction

Ranking
Combined
& Feature Set
Selection

Feature 9 Feature 9

000¢




Modeling Process

= Model Selection & Tuning with Cross-Validation

= Gradient Boosting Algorithm

e XGBoost & LightGBM

= Model Tuning With scikit-learn’s GridSearchCV

« Stratified 3-fold-cross validation =& %! Best Model 7™
o XGBoost: 0.9702970297029703

LightGBM : 0.9727972797279728

= Z|F Label | 5 S fITH AL 4

YPred g4 ier = Prediction value( 1 if Malware else —1) of each classifier
YProbqgssitier — probability value(0.5 =< x = 1.0) of each classifier
YS5core = YPred yop X YProbyeg + YPred;opy X YProbqsi,

Label = Malware if YScore > 0 else Benign
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Personal Opinion

= Why so Simple?

= Simple is the best

= Modeling Process = Black Box Problem

Input — E:¥H.Q: 1)@ — Output

= ARO[ HAZ Z|Ao}
* Byte-1-Gram

* Noise-like String



Thank you for listening
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