Dept. of Computer Science, Kookmin University
Information Security Lab.

TEAM : KMU INFOSEC (2 & X} H/g0

> =50
KISI\( QQC&IE-lEEEB'EI Information Security Lab. @2018



KMU j ROOKMIN UNIVERSNTY

o« BEFAEAX 7|8E E|Cf AL

=

» O]

00
—
(-
©
O
qV)
—
=
o+
-
D)
O
()
W
C
@)
)
qV)
&
—
O
Y
=

2018-12-01



MNE

KMU I KOOEMIN UNIVERSITY

» AYIREQ JStgHel S ME/AMT AYIE £

* More than 430 Million malware were discovered in 2015 (increasing 36% in 2014)

* |nternet Security Threat Report (Symantec, 2016)

Total malware
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. g2y 7ler 24X 2
« MX 2| (preprocessing)

+ CNN 7|2t9] B2's ofg 22T

feature extrction

[HYPER PARAMETER]
Objective function: cross entropy
Optimizer: Adam
Activation Function: Leaky RelLU
Conv filter > Batch Normalization
No dropout
Learning rate = 0.0001
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Hash1 Term Doc ID
1. 9054 HO|& 7[BF DB #1=| ,_,
Query: Score : XXX
{block size =, { |.[3. l 2
w ¥ answer Score : XXX
Tokenizer =} e}
Similar Files
2. Lt ZAH 3. FAtE > 6
(query)
elasticsearch




|:|.ot‘c'>‘

—

T

e
2 Of
© O

Af

= Al AL

OFALE
Jlet otae &
= x|

—/ O O

A= B El- Rando

Ed

]

=
=

O
SEO| tet + 22(ERAS, BEtAEHAX])2] £
m

Forest

feature extraction

:1@fftj@ WF{EE‘ ‘;

lllllll

elasticsearch

2018-12-01

Information Security Lab. @2018

C a5 i |

| Majority

Voting

Final
Output

KOOEMIN UNIVERSITY




EXl ME (feature)

KMU KOO MIN UNIVERSITY

« & ME [IDA Pro]

 structured opcode sequence
e disassemble information

o strings

e ssdeep

e Import information

e & EH [Cuckoo Sandbox]cucl@_g%

* API call sequence
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« & ME [IDA Pro]

« structured opcode sequence
=
loc_4F9118:
7‘ E E% lea edx, [ebp+var 1(C]
: mov eax, ebx
(baSIC blOCk) call sub_47EC9C
mov eax, [ebp+var 1C]
mov edx, offset aRegsvrmode © ; "/REGSVRMODE"
call sub_ 40C3F8
" [ ' test eax, eax
| jnz short loc 4F9139
. =
= e (function)
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« MX ™MH [IDA Pro]

: : : il s 5

* disassemble information
loc_4F9118:
lea edx, [ebp+var 1(C]
mov eax, ebx
call sub_47EC9C
mov eax, [ebp+var 1(C]
mov edx, offset aRegsvrmode © ; "/REGSVRMODE"
call sub_ 40C3F8
test eax, eax
jnz short loc 4F9139
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o strings
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o/

Binary file Of CHdH

HA4E 0 8stof 3

o> ==
T =

['Wx1f 1"#$% W' ()* +, -
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[WW]*_"ABCDEFGHIJKLMNOPQRSTUVWXYZ{|}~',

"Wx1f 1"#$%&W' ()*+,- /0123456789 <= >7@abcdefghukImnopqrstuvwxyz[WW]’\ _abcdefghijkimnopqgrstuvwxyz{|}~',

"‘Wx1fgml]zs', 'Wx1ftuVSs;%’, , (C((( H', <requestedExecutlonLeveI
level="asInvoker' uiAccess="false' />", ' ( L </requestedPrivileges>"',
<requestedPrivileges>', ' </security>', ' <security>', ' </trustinfo>’, ' <trustinfo xmins="urn:schemas-

microsoft-com:asm.v3">", ' 4P/gD’, " Base Class Array'", ' Base Class Descriptor at (', " Class Hierarchy Descriptor'”,
" Complete Object Locator'”, " Type Descriptor'”, ' delete’, ' delete[]’, ' new[]’', '125jK94’, 'I:O/.E', "ITE>A~A', ""B <1=,
""hLFGp', '"~):+nN', '#49sOD’, '#9Wx1fRM6’, '#IsMPQ’', "$'cdAV", '$5PiU&n’, '$f[2@D’, '$h[#XC', '%;s%",’,
'%SH[KkWx1f=", "'l 2XVa", "'+TA=A$", "'/)f3.", "'<v(TW", "'HtkeQ", '(/+uxrT’, 'CY-b0’, '(null)’, Y@Ag #|', )Ik¥Wp)',
MDY, “*3IU32LR", "*HgW&e66v', "*VP[yC:"", '+ OWWH{Oh', '+6@_m,’, ",0{x8'vZ", "-'tfmH", '.00cfg’, .3MY~AA’,
'?AVbad_alloc@std@@’, '.?AVbad_array_new_length@std@@", '.?AVbad_exception@std@ @',
'?AVexception@std@ @', '.?AVlength_error@std@@’, '.?AVlogic_error@std@@’, '.?AVout_of_range@std@ @',
'2AVtype_info@@’, '.CRT$XCA', ".CRT$XCAA', '.CRT$XCZ', ".CRT$XIA', ".CRT$XIAA', ".CRT$XIAC', ".CRT$XIC',
'.CRT$XIZ', ".CRT$XLA', ".CRT$XLZ', "'.CRT$XPA', .CRT$XPX', ".CRT$XPXA', ".CRT$XPZ', '.CRT$XTA’, ".CRT$XTZ', ".PF bi',
'.datas$r’, '.gfids’, ".gfids$x’, ".gfids$y’, ".idata$2’, ".idata$3’, ".idata$4’, ".idata$5s’, ".idata$é’, ".rdata’, ".rdata$T’,
'.rdata$r’, .rdata$sxdata’, '.rdata$zzzdbg’, ".rsrc$01’, ".rsrc$02’, ".rtc$IAA’, ".rtc$1ZZ', ".rtc$TAA', ".rtc$TZZ', '.text$mn’,
text$x’, ".tIs$ZZZ', '.xdata$x’, '/#8_08_08_o', "/f1X1'|p5", 'OWx1f020j0r0’, '0 0(00080@0HOPOX0 0h0p0x0', '0#0-0=0’,
'0$0,040<0DOLOTOWWOdOIOt0|0", '0$1C1°1{1", "0'090K0]000", '0*0/0@O0F0QO0Y0d0j0u0{0’, '0,161<1B1’, '0.LyJo’,
'‘0=xakK/", '
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e ssdeep
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" jndex™:

" Type®;
£ 56 gt
" version":
"found" :
osourceT s 4
"chunk siz
"chunk":
"double chunk":

=l
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« & ME [IDA Pro]

 Import information: IAT 0| M 2l0|E2{2| HE F&
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= {} Import

-/

# [ ]KERNEL32
=2 [ ]ADvAPIZ2
H 0O :"RegOpenKeyA"

"1
2
- "AllocateAndinitializeSid”
- "RegDeletekKeyA”

- "Equalsid”

- "RegsetValueExA"

- "GetTokenlnformation™

E E E E E ®E
O ~ O g B W

"GetlUserMNameA”
"FreeSid"

- "OpenProcess Token”
Q -

"RegClosekKey”

[ ]sHELL32
B 0O "SHChangeNotify"
B 1:"ShellExecuteA”
B 2 "IsUserAnAdmin”
2 [ JWININET
B O "HitpOpenReguestA”

1
"2
3
m 4
5
m G

"InternetOpenUrlA”
"HitpSendRequestA”
"InternetOpenA”
"InternetCloseHandle”
"InternetConnectA”
"InternetReadFile”

KOOEMIN UNIVERSITY
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« & ME [IDA Pro]

u FILE SIZE - 602765
B CRC32 3265744573
+| {} Import
B SHAZDG C "670b9e27/19f3767Toaf3adb0493264a1eb12ac29e8fd61b9c1354f2e3ecce89b”

+H [ ] dsITl
B MDS - "00bba10faed2 71321687 fadfc1bleett”
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X MH (feature)

S& 8 E [Cuckoo Sandbox]

* API call sequence

2018-12-01

Cuckoo Sandbox £ Ed}

TE=MA 8 AP 2=

v 3448 {81}

ReglreatekKeyExk @ 7
NtDuplicateObject : 7

NtOpenSection @ 4

NtFreeVirtualMemory : 2

RegCloseKey @ 90
MtQuerykey @ 2
NtReadFile : 4
LdrUnloadDll = 12
HttpOpenReguestA @ 11
GetSystemInfo : 1
RegQueryValueExA : 64
getaddrinfo : 2
InternetOpenA @ 11
OpenServicel @ 1
CopyFileA @ 1
NtTerminateProcess :
NtClose : 118

ReglreatekeyExA © 5

Information Security Lab. @2018

I__

NEENEE=

GetFileSize : 5
InternetCloseHandle : 33
SetFileTime @ 3
NtDelayExecution & 13
InternetConnectA @ 11
InternetQueryOptionA @ 1
NtDeviceIoControlFile : 24
NtAllocateVirtualMemory @ 22
ReadProcessMemory @ 5
RegOpenkeyExA @ 23
DeleteFilel & 1
NtWriteFile : 2
LdrGetDllHandle : 11
OpenServiced : 2
NtWriteVirtualMemory @ 1
SetFilePointer : 4
NtQueryValueKey : 1
NtResumeThread : 2

CryptAcguireContextA @ 1
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. 2N T3] CfE| HEE

o KISA O|M Cl2| HIO|H&E St O & H=2HE : 97~99%

2N AF 8 HeE

KMU 14:21:40 7:3196 18:25:36 18:96:29 12-55:10

7:3116 7:43:43 - 2:5510 14:09:12 14:47:0" 15:22:53
InfoSec 94.14% 94.64% 95.91% 94.72% 93.67% 95.43% 95.63%
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API call sequence (for Deep Learning)

-
e N-gram chunking (N=4)
+ Feature Hashing Feature
* Frequency-based feature vector String Vector (V)
Array (F)

0

index
mod n) 5
1
. -4

Decision decision
Function @GR

g(m)

1
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structured opcode sequence (for Deep Learning)

* N-gram ? V-gram !
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“Sta A" OPCODE SEQUENCE (3-D List)

(D) 10c. BFBE3E:

60 pusha

66+bt sp, @Dh

E9+jmp loc_A6B9BC

73+; END OF FUNCTION |
4

(2) 1oc_A6BIBC:

@1+add eax, edi

6@ pusha

F5 amc

E9+jmp loc A6CA33

OPCODES = [...,

@I['66’, ‘66, ‘EY’, ‘73'],]b.b
@101, '60’, 'F5’, 'EY’, ‘6E'],]b.b
®['53, '39', '9C, '9C’, ‘EY’, '0C’]L, )66

o]

—

"gH4 A0l o)

= == ==
EH He ==

6E+; END.OF FUNCTION

}

(3) 1oc_A6CA33:
53 push ebx

39+cmp eax, edx
9C pushf

9C pushf

E9+jmp loc_A4E049

OC+; END OF FUNCTION

- trigram (size : 13)

= {"6666E9’, ‘66E973’,
‘E97301°, “730160’,
‘0160F5°, '60F5E9’,
‘F5E96FE’, 'E96E53’,
‘6E5339°, '53399C,
'399C9C’, '9CICE9’,
‘9CE90C’}

- v-gram (size : 3)

= {{6666E973’,
‘0160FSE96E,
'53399C9CE90C’}

Information Security Lab. @2018
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structured opcode sequence (for Deep Learning)
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* N-gram ? V-gram !
- » Basic block mds hash

‘55" '89' '50' ‘53 '51' '56° '8B' ‘8B’ 'C1' ‘8B’ '8B'| == C6AIFBE75628012CC69FD1FC415B20F1
‘85, '74'] == E345FAC6BCSCE68F0222430C733FA26E
‘31" ‘01", ‘83", '49’, 'EB'] =fp  AC2D461042F560151E439BE4FOF2A6B4

; Attributes: bp-based frame
sub_lEBED4S proc near

arg f= dword ptr B

arg_d4s= dword ptr @ch
arg_8= dword ptr 18h
arg C= dword ptr 14k

OO

55 psk  ahp ‘'S5E’, '59' '5B' '58', 'C9’, 'C27] == (CH6AIFBET5628012CCH9FD1FC4A15B20F1
o push  ca T
L3 push ehux
51 push BLx
56 push esi
8B 75 08 mav esi, [ebprarg 8] - . - -
T o ecn, (ebpuore 4 « Function: XOR operation result of basic block
2B 45 18 mov Eau: [ebp+arg 8]
8B 5D 14 nov ebu, [ebprarg C]
@ . representative value
loc_lEBRBESA:
as C9 test BCX, BCX
@ 74 8a jz____short loc 188068 @ > C6AIFBET5628012CCEIFD1FC415B20F1 XOR E345FAC6BC5C868F0222430C733FA26E XOR
s — . PR : | AC2D461042F560151E439BE4FOF2A6B4 XOR C6AIFBE75628012CC69FD1FC415B20F 1
1 1E ass [:;i]: ebx 1@:_1EEBE$::
g3 C6 &4 a 851, 4 3E 25
" dec  ecx 59 pop  ecx = 4F68BCDG6FEA9EG9ATC61DBES83CD0O4DA
EB F2 jmp short loc_1EBB@5A 5B pop ebx
La pop eax
LG leave
L2 18 aa retn 18h
sub_lEBBSdd endp
b.b b.b b.b b.b
-D LIST [ | | | | | | |
FILE = [..., [55' ‘89, ..., ‘8B, ‘8B’], ['85', '74'], ['31', '01', ..., 'EB’], ['5E’, ‘59, ..., 'C21], ...]
|
function
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structured opcode sequence (for Deep Learning) &“j
__
e VV-gram chunking
* Feature Hashing ‘ Feature
* Content-based feature vector String Vector (V)
| Array (F)
* overwrite max value 0
index
mod n) 218
7
/ »
decision oc
e.g. b := 256
3
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« disassemble, ssdeep, strings, import

e A2AEIMX|C| value 2 7tSSHA| B0 ALE
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