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= Challenges

l

= MEZ7p7F ool Ao HiO|HE| & 20| Mot A2 EE|H2E 71
- g ZE BX[Q X532t

= Malware Obfuscation
« MZEE malwarel| 80%+= packing 8 &
o MZE-2 malware & 50% = 1}712| malwareZ repacking o+ & Ef]
* Polymorphic malware (A& A E A 53})

« Metamorphic malware ( 19 7| S0t XSt R E EEHS HA)
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= Malware E}X|0]| O]  £| = Features

= File size, File AKX}, MM MA|ZF-7|E M HE

= Packer — Packing O] & 3! Packer &

= |mported DLL, APl list—DLL Sl API S = A

= PE Header — Entry Point, Compilation Time, ImageBase, etc..
= Strings — 52|0|2 ASCII X}

= QOperation code — frequency, sequence 7|t

= Byte sequence (hex view) — sequence 7|8t

= Entropy — randomness = (packing)

= |mage Representation — Byte EF2| = rgb 7| Ht pixel B2t
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= Multiple Feature sets 7|819| 7| A| et 2 &

= J|EMHIALE BX| IO AL, Tt Feature set@HS AFESF1D Unpacking=S 77

o
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rr

e APl listBtO 2 feature setg st 4L, A MHMIAE KNEX= IATEH S H Aol X
Atte = BX| RE 2 23] 7ts
- MSE HolgHME Mot Auf, 22 ofifet APIE HO[X| 3= PE LY O| =XY

—

= = 47| O] Feature set AFE

* API, Mixed, String, Dump, ASM

« XEF FE0&= 2= Featureset?| 21t E 5
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API Feature

= Clustering 7|5 O| AHEF Set

« g HOoIHMS EXE

=
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Mixed

. . e — A
.+ Training THY 0 A ZHRE 4 Q= H AL Feature Set

ool 77t M3

Final
String Result
PE File | Classification (Malware
n AIX—” I-I_Q_ Al 'I'L:l_éc_>|:5|_| 7471 |. EOI Feature Set or
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e Malware I} 2 2 57| ©| Centroid =
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Feature set O

= API

e Malware H|O|E{AllQ| 2 = PE LI O A| IAT =3

o 7t% B0 == A2 API 2F 10007 £ Feature set@ £ ™M 9|

o ZI PE L} 0| Al Feature setO| DO|=l APIS == A| 1(True) OFL| & O(False)

A B o D E F G H | J K L

1 |ExitProcess GetProcAddress GetlastError CloseHandle GetModuleHandleA Sleep WriteFile RegCloseKey GetModuleFileMameA  LoadlibraryA ReadFile SetFilePointer
2 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0
4 1 1 1 1 1 1 1 1 1 1 1 1
5 0 0 1 1 0 1 1 1 0 0 1 1

= Mixed

e PE Header 7|2F9| Feature

Ofo

« EXE LEL= DLL OB, EZ SectionQ| A} 7t (537 2=)

5 [|0|E{ 7} pefile 2}0| 2 2| 2| & E6} S =T|X| L0}, feature == Al

.

o

C}Z feature setOf| A £ 2t
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St0] Printable®t ZAIE S R & =&
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un

in DOS mode.
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0zICP
JT8iP
BQOsP
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BAAAPP] u
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PWNO CycA BRRBXP] u

NAVw GDU7 Hikp JnIk

BARAT HwP] u
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= Feature set O

= Dump
— — 0=
« Peframe I} O|M 2}0| E 2| 2| Q| get_dump B2 & AtE U ==
« PEILO|MC| 2 =4 €40 Chek o|Of A A1t
| febaeffa34702b5ebebabb 2ea2hbl 7od, dump E3 |
228 - Version Information-----—-—-——-—
231 [VS_VERSIONINE‘O]
232 0xA3938 0x0 Length: 0x364
233 0xR393Rn 0xZ2 Valuelength: 0x34
234 0=xRA393C Oxd Type: 0x=0
236 [VS_E‘IXEDFILEINE‘O]
237 0OxA3960 0x0 Signature: 0XFEEF04BD
238 0xR39%64 Oxd StrucVersion: 0x10000
235 0xA3568 0x8 FileVersionMs: 0xB0001
240 0xR3%6C 0xC FileVersionLS: 0x17853B5
241 0xR3970 0x10 ProductVersionMs: 0x80001
247 0xR3974 0x14 ProductVersionLS: 0x17853B5
243 0xA3978 0x18 FileFlagsMask: 0x3F
244 0xR397C 0x1C FileFlags: 0x=0
245 0xA3980 0x20  FileOs: 0x40004
246 0xA3954 0x24 FileType: 0xZ2
247 0xR3988 0x28 FileSubtype: 0x=0
245 0OxA398C 0x2C FileDateMs: 0x0
249 0xA3990 0x30 FileDateLs: 0x=0
[StringFileInfo]
0xR3954 00 Length: 0xZcz

53 0xRA3996 0xZ2 Valuelength: 0x0

254 0xA3998 x4 Type: 0xl
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= X} Feature(String, Dump)2| HIE{ 5}
= Sklearn 2}O| E 22| 9| TfidfVectorizer 2 & Al
« TfidfVectorizer= 2 A £SO ZHE EHO{ 9| s=& M| TF-IDF Al © 2 CHO{ 9| 7}=X|
£ X8t MHE tE= 2

o TF-IDF(Term Frequency — Inverse Document Frequency) @I

|
SHEI RE ZMY SSH2E SO0{/U= HO2[ 82

Ot 7} K| & Z240tHs L

» String %! Dump 2} 2} 7,184,5012} 3,617,3509] Feature 7§ 5=7} =&

= Sklearn 2}0| 2 2{2| 2| SelectkBest Z & AlL

o QO|9| k 7 BF= score?} &2 FeatureS A™S

rr
z
IE

o String 3 Dump2| Feature 7§55 2t 2} 5,0007| 2 X| st
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weights. iyrese:(0 = weight = 1) = Accuracy of each feature set in Training Phase

YPreds.atyreser = Prediction Value(if Malware 1else — 1) of each feature set's Classifier

YPred,  ;mal = YPredy,; = weighty,; + YPredg,;,, + weights,,;,,, + YPredp,,,, * weightp,,,,, +

YPredy.q * weighty;,.q

Label = Malware if (YPred,prmal or excluded) = 0 else Benign
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= 7} A1} (30% Random Test)

2018-01-30

API Feature Set = 0.909252669039

Mixed Feature Set = 0.956183274021
String Feature Set = 0.950177935943
Dump Feature Set= 0.948398576512
Merged Accuracy = 0.966859430605
Merged Accuracy = 0.966859430605
Merged Accuracy = 0.971975088968
Merged Accuracy = 0.973754448399

Merged Accuracy = 0.975756227758
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- YE PE o0 CHoll ==X &= mixed featureE

=
Q|51 feature extraction CHA|O| AR L= A|ZHS

api + mixed + string + dump
mixed + string + dump

api + string + dump

api + mixed + dump

api + mixed + string
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* 1X-G|o|H 2/ E1t

= Malware :6,2127|
= Benign: 1,288 7|
= M3lE . 88.133%
. 2% GJO|E| B3 H1}
= Malware : 6,252 7|
= Benign: 1,2487|

= M3k :87.707%
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