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Function FindDoSFuzzy (File): iflength(L[Row[1d]]) f:List_Thres.hold
Foreach Row in File do And Row[data] not in L[Row([id]] then

If Row[data] equals “00 00 00 00 00 00 00 00° then L[Row[id]].add(Row[Data]])

If Row[id] not in Sthen % 11 not in Pid]
S[Row([id]] < Row[Timestamp] if “Whg}ﬂ“ m_d[l LLP{'

D.add(ng[idD it [Rowl[id]] ow[Data]
C[Row[1d]] < 0 —
[Rowud]] If Row[Timestamp] - P[Row[id] =Fuzzy Thresholdthen

Foreach | in L[Row[1d] do

Dist < Dist + Levenshtein_hamming(l,Row[data])
End for
IfDist<Fuzzy Hamming Thresholdthen

Print interval & Attack type as Fuzzy

End if
E[Row[id]] «— Row[Timestamp]
C[Row[id]] < C[Row[id]] + 1
P[Row[id]] <= Row[0]
Else
foreachd in D do
if Row[timestamp] - E[d] >DoS Wait_Threshold
And C[d]=DoS Packet Thresholdthen L.pop()
Print interval & Attack type as DoS ~ L.addRow[data])
Delete S[d].L[d].C[d].D[d] Endif
End if
End for

Else

End if
End if
End for
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Window Size = 1 sec

Data section Whole Dataset During DoS | During Fuzzy During Replay
Number of windows 3952 13 13 4

Median of # of packets| 2089 3031 2791 3212

Mean of # of packets 1909 2959 2604 2610
Standard deviation of 453 413 685 1139
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DLC: 8 00 00 00 80 00 64 03 14
DLC: 8 f7 7f 00 ff 10 80 02 ¢9
DLC: 8 da 7f 00 ff 01 80 02 d7
DLC: 8 12 80 00 00 86 7f 02 de
DLC: 8 d7 7f 00 00 74 7f 02 17
DLC: 8 00 00 00 00 02 12 22 98
DLC: 8 00 00 00 00 04 0Of 22 12
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